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Determining Reasonable Measures

to Protect Trade Secrets—What Can

We Learn from U.S. Cases Concerning
the Economic Espionage Act

Ping-Hsun Chen

Abstract

In order to find a defendant accused of trade secret misappropriation criminally
liable, one must prove that the disputed trade secret meets three requirements one of
which is a reasonable measure to maintain secrecy under the Taiwan Trade Secret Act.
This article is intended to introduce three criminal cases concerning the Economic
Espionage Act of the United States and to provide any implications from those cases

to improve the determination of reasonable measures in Taiwan.

Keywords: Trade Secret, Economic Espionage Act, Reasonable Measure to
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government, foreign instrumentality, or foreign agent ...."
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% il (information)

See 18 U.S.C. § 1831 (a) ("Whoever, intending or knowing that the offense will benefit any foreign

Y

See 18 U.S.C. § 1832 (a) (“ Whoever, with intent to convert a trade secret, that is related to a product

or service used in or intended for use in interstate or foreign commerce, to the economic benefit of

anyone other than the owner thereof, and intending or knowing that the offense will, injure any owner

of that trade secret ....”) .

See Thierry Olivier Desmet, The Economic Espionage Act of 1996: Are We Finally Taking Corporate

Spies Seriously?, 22 Hous. J. Int’l L. 93, 109-11 (1999) ; see also 18 U.S.C. § 1832 (a) (“Whoever, ...

, knowingly—

(1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice,

or deception obtains such information;

(2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters,

destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys such

information;

(3) receives, buys, or possesses such information, knowing the same to have been stolen or

appropriated, obtained, or converted without authorization;

(4) attempts to commit any offense described in paragraphs (1) through (3) ; or

(5) conspires with one or more other persons to commit any offense described in paragraphs (1)

through (3) , and one or more of such persons do any act to effect the object of the conspiracy,

(6) shall ....”).

" See United States v. O’Rourke, 417 F. Supp. 3d 996, 1005 (N.D. Il1. 2019) .
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See 18 U.S.C. § 1839 (3) (“[T]he term ‘trade secret’ means all forms and types of financial, business,

scientific, technical, economic, or engineering information, including patterns, plans, compilations,

program devices, formulas, designs, prototypes, methods, techniques, processes, procedures, programs,

or codes, whether tangible or intangible, and whether or how stored, compiled, or memorialized

physically, electronically, graphically, photographically, or in writing if—

(A) the owner thereof has taken reasonable measures to keep such information secret; and

(B) the information derives independent economic value, actual or potential, from not being generally

known to, and not being readily ascertainable through proper means by, the public”) .
"7 United States v. Lange, 312 F.3d 263 (7th Cir. 2002) .

" See id. at 264-65.
" See id. at 265.
" See id. at 264-65.
' See id. at 266.
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See id. (“[K]eeping these employees out can’t be an ingredient of ‘reasonable measures to keep [the]

information secret’; then no one could do any work.”) .

* Seeid.

* United States v. Chung, 659 F.3d 815 (9th Cir. 2011) .

% See id. at 818.
7 See id.
# See id. at 826.
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% See United States v. Hsu, 155 F.3d 189, 202 (3d Cir. 1998) (“Thus, the defendant must (1) have the
intent needed to commit a crime defined by the EEA, and must (2) perform an act amounting to a

‘substantial step’ toward the commission of that crime.”) .

66

See id. (“The government can satisfy its burden under § 1832 (a) (4) by proving beyond a reasonable

doubt that the defendant sought to acquire information which he or she believed to be a trade secret,

regardless of whether the information actually qualified as such.”) ; see also David W. Quinto & Stuart
H. Singer, Trade Secrets: Law and Practice 359 (LexisNexis 2014).
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